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1. O61mne monokeHus

1.1. Tlomutuka TBIIOY «Camapckoe My3bIKanbHOE YYHJIHIIE HM. J.T.
llaTanosa» B oTHOmeEHUH MIEpCOHAIbHEIX TaHHBIX (maiee - [TosnTuka) omnpejesieT
CHCTEMY B3TJIALIOB Ha MpobiieMy obecriedeHns 6e30MacHOCTH MePCOHAIIBHBIX JaHHBIX
H MPENCTaBifeT COOOH CHCTEMATU3MPOBAHHOE H3JIOKEHHE Lesled U 3aJay 3aluThl,
KaKk OOHO MIIM HECKONBKO TIpaBuI, [pouenyp, MNpPaKTHYECKUX TMPUEMOB U
PYKOBOIAILIMX NPUHIHUIOB B 00/1acTH HHPOPMALMOHHOH Ge30MacHOCTH, KOTOPBIMHU
pykosoacteyercs I'BIIOY «Camapckoe Mys3bikaibHOe yummume um. J[. T.
IllatamoBa» (mamee — Yypexxnenue) B cBoeii ACATCIbHOCTH, a4 TaK)XE OCHOBHBIX
NIPUHLMIIOB TOCTPOCHUS, OpPraHU3alMOHHBIX, TEXHOJIOTMYECKHX WU NPOLEeyPHBIX
acTIeKTOB 00ecnevYeHns 6e30MacHOCTH NEePCOHANBHBIX JAHHBIX.

1.2 3akoHomaTenbHON OCHOBOL Hacrosueh Ilonutuku sBastoTcs Koncturyuus
Poccuiicxoit  ®eneparum, I'paxknanckuii, YromoBHBIN u TpynoBoii Kkomekcsl,
Qenepanbelii 3akoH oT 27.07.2006 Ne 152- ®3 «O [IePCOHANbHBIX JaHHBIX),
SAKOHBI, yKasel, MOCTAHOBJIEHHS, IPYrHe HOPMATHBHbIE JOKYMEHTbI JEHCTBYIOIIErO
3aKoHozarenbcTBa Poccuiickoit ®enepanun, noxymentsl ®CTIK 1 ®CE Poccit.

1.3 WcnonbszoBanue nanHO# [TONMTHKM B KauecTBe OCHOBEI JUIS. TIOCTPOEHUs
KOMIIJIEKCHOH CHCTeMBI HH()OPMAILMOHHON 6e30TacHOCTH MEPCOHAIBLHBIX TaHHBIX
Y4upexnaeHus 103BoauT ONTHMHU3UPOBATH 3aTPAThl HA €€ MOCTPOeHHUe.

1.4 Tlpu paspaGorke Ilomuruku YYUTBIBATTUCh OCHOBHBIE MPHHIUILI CO3MAHUSA
KOMILICKCHBIX CUCTEM obecrieueHus 6€30IacHOCTH HH(OpMaLUH, XapaKTEePUCTUKHU U
BOSMOIKHOCTH OpraHU3allMOHHO-TEXHUYECKUX METOJIOB U COBPEMEHHBIX arnrnaparHo-
[IPOTPaMMHBIX  CPENICTB  3aIUUTBl M MPOTHBOACHCTBUA YIpo3aM Oe30MacHOCTH
uHpopMaruu,

2. O0beKTHI 3aHTHI

2.1 OcHOBHBIMHU 00BEKTAMH CHCTEMBI HE30MACHOCTH MIePCOHAIBHBIX JaHHLIX B
YupexneHun aBigroTCs:

- HMHOOPMALMOHHBIE PECYPChl C OrPAaHHYEHHBIM JOCTYIIOM, CoOJeprKaliue
[EPCOHAIbHbIE JJAHHBIE;

- Mpollecchl 00paboTku MepCOHaIbHBIX JaHHBIX B
MHHOPMALMOHHBIX CHCTEMAX MEPCOHATBHBIX JAHHBIX Yupexnenus,

- HUHQOPMAIIMOHHEIE TEXHOJOTHH, PETTIaMEHTBl W TIpoueaypsl  cGopa,

00paboTKH, XpaHeHHus U nepena4yu UHGOPMAIUH,

- TICPCOHAN pa3pabOTYNKOB W IMONb30BaTeNel HH(POPMALIMOHHBIX CHCTEM W

00CTyKMBAIOIUI IIePCOHAN HHBOPMALIHOHHBIX CUCTEM;

- MH(OpMAIHOHHAsK HH(GPACTPYKTYPA, BKIIIOUAOIIAS CHCTEMBI 06paboTku u
aHalK3a HH(QOPMALUU, TEeXHHYECKUE U ITPOTrPAMMHbIE cpencrTBa ee o0paboOTKH,
mepefaud U OTOOpaKeHUS, B TOM 4YHCIIE KAHAbI UH(OPMALIMOHHOr0 0OMeHa u
TCICKOMMYHHWKALIMK, CHCTEMBI W CpENCTBA 3aIUTHl HMH(OPMAIMH, OOBEKTHl H



MOMCIUCHUA, B KOTOPBIX  PACHOJIOKEHBI TEXHHYECKHE CpeICTBa o6paboTku
NePCOHAIBbHBIX TaHHBIX.
3. Henn n 3a5auun obecnevenust 6e30macHOCTH NMepCOHANbHBIX JaHHbIX

3.1 CyObexTaMn HH)OPMALHOHHBIX OTHOLICHHIA Ipu 00ecreyeHnn Ge30MacHOCTH
NEPCOHANIbHBIX AaHHBIX YUPEKIEHUS SIBISIOTCS:
- YupexaeHue , Kak cOOCTBEHHUK HH(POPMALMOHHBIX PECYPCOB;
- PYKOBOACTBO M PabOTHUKH YHUpekAeHHS , B COOTBETCTBUM C BO3JIOKEHHBIMI Ha
HUX (BYHKLUIME;
- rpaxnane Pocculickoli Menepanuu, rpaxnane HHOCTPAHHBIX FOCYIapCTB U JHUIIA
0e3 rpakIaHCTBA, KOTODPBIM OKA3bIBAIOTCS FOCYAapCTBeHHbIE yCIyru B cdepe
obpa3oBanms.
3.2 TlepeuncrieHnble CyGBeKThI HH()OPMALUOHHLIX OTHOLICHHIA 3aUHTEPECOBAHbI B
o0ecrieueHnu:
- CBOCBPEMEHHOIO 10CTyna K HEOOXONMMBIM MM IIEPCOHANBHBIM NAHHBIM (HX
JIOCTYITHOCTH ),
- I0CTOBEPHOCTH (MIOIHOTEL, TOYHOCTH, aeKBATHOCTH, LIeTOCTHOCTH ( [IEPCOHAIbHBIX
JaHHBIX;
- KOHQHIECHUNATLHOCTH (COXpAHEHHUS B TAlHE ) MEePCOHAIBHBIX TaHHBIX;
- SAlUTRL  OT HaBS3bIBAHWA MM JIOKHBIX (HEIOCTOBEPHBIX, HUCKAXEHHBIX )
NE€PCOHAIBHBIX JaHHBIX;
~ PasrpaHUdeHUsT OTBETCTBEHHOCTH 3a HAPYIICHHS HX IIPaB (MHTEpEeCOB) u
YCTaHOBJIEHHBIX MPaBHJI 0OPAIIEHH S C [EPCOHANLHBIMH JAHHBIMMU;
- BOSMOXXHOCTH  OCYIUECTBJEHHS HENPEPBIBHOTO KOHTPOIA U  YIpaBIIeHHUS
1IpOLIeCCaMu U Mepeiavyn NePCOHATBHbIX JaHHbIX;
- ALATBI TIEPCOHATEHBIX ITAHHBIX OT HE3aKOHHOTO PacrpOCTPaHeHHS.
3.3 OCHOBHOHW 1€/bl0, Ha NOCTHYKEHHUE KOTOPOH HampaBlIeHbl BCE MOJOKEHUS
Hactosmen Tomutukm, sBnsgercs 3ammuTa cy6neKkTos HH()OPMALHOHHBIX OTHOLICHUMN
YYpexKIOeHHsT OT BO3MOXHOLO HAHECEHHS WM MarepuaabHOro, GU3NYECKOro,
MOpPATbHOTO MM MHOTO yiepba, MoCpe/ICTBOM CNy4YaiHOro Wiu MpeHaMEPEHHOro
BO3JCHCTBHSl HA MEPCOHAbHBIE JAHHBIE, UX HOCHTE, npoueccel 00paboTKu U
rnepeaayu.

3.3.1 YkazaHHas Lenb MOCTHUraeTcs MOCPEACTBOM OOCCIIEYEHUS W TTOCTOSHHOTO
[IOICPIKaHMA CIIEAYIOIIHX CBOHCTB MEPCOHAIBHBIX JAaHHBIX:
- JAOCTYHNHOCTH  TICPCOHANBHBIX  HAHHBIX I JIETAIBHBIX  [OJIL30BATEICH
(YCTOMYUBOTO (yHKIMOHHPOBaHHS HHGBOPMALUOHHBIX CHCTEM VYupexxaeHus, npu
KOTOPOM  MOJIL30BATENIM  MMEIOT  BO3MOXHOCTB  IOJYYEHHS  HEOOXOIUMbIX
NIEPCOHANILHBIX JAaHHBIX W DPE3yNbTaTOB PEINEHHs 3a/jay 3a MPUEMIeMoe A HHX
Bpems);
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- LSJOCTHOCTH W ayTeHTHYHOCTH (moxTBepkIeHHe ABTOPCTBA) MEPCOHATBHBIX
AAHHBIX,  XpaHHMBIX M  06pabaTbiBacMbix g HHDOPMALMOHHEIX  CHCTeMax
Yupexnenus u lTepenaBaeMol Mo kaHamam CBS3u;

- KOH(sz[eHLmaanocm-coxpaHeHnﬂ B TalHe ONpeleNleHHON YacTy IePCOHATBHBIX
AQHHBIX, XPaHUMBIX, 06pabaTbiBaeMbix 1 IIEpEaBaeMbIX 110 KAHAIAM CBS3H.

3.4 OcHoBHEIE 3amaun CHCTEMBI 00eCreYeHus Ge30MmacHOCTH NEPCOHATILHBIX
JJAHHBIX.

s noctuxenns ochosrois HCMH  3aIlUTBl U obecreveHus yka3aHHbIX
CBOHCTB TMEPCOHANBHBIX AHHBIX cUCTeMa olecrneyenus HH(OPMALHOHHO]
be3omacHocTu Yupexnenuss nomkna obecrievnBats  3ddexTuBHOE pelreHue
CJIICAYIOLINX 3aay:

- CBOCBPEMEHHOE BBIABIEHME, OLEHKA K MPOTHO3MPOBAHHE HCTOYHHKOB Yrpos3
HHGOPMALMOHHOI Oe3omacHocTH, MPUIHH 1 YCIOBHH, CIOCOGCTBYIOMNX HaHeceH o
ymepba  3auHTepecoBaHHBIM CyOBbeKTam HH(OPMALUOHHBIX OTHOLLIEHHH,
HapyleHUr  HopmanbHOro d)yHKLII/IOHHpOBaHHﬂ HH(OPMALIMOHHBIX  cHCTeM
Yupexnenus

- CO3/laHue MexaHU3Ma onepaTHBHOroO pearnpoBalns Ha yrpossl 6e30mnacHoCTH
MH(GOPMALUN 1 HeraTHBHbIE TCHIIEHIINH;

HHpOpMaLuH;

- olecrmeueHme sammTEl OT BMCIIATENIbCTBA B mpoliecc (GyHKLHOHUPOBaHUS
MHOOPMALMOHHBIX  cHCTem Yupexaenus MOCTOPOHHMX  JyMU  (mocTynm K
HH()OPMaMOHHBIM pecypcaM nmomKHBI MMeTH TONBKO 3apETUCTPUPOBAHHbBIC B
YCTaHOBJICHHOM MOpsAKe I10JIb30BaTEIIH );

- PbasTpaHW4YeHMe nocTyma mnomb3oBaTeleli k MH()OPMALHOHHBIM, armapaTHbIM,
[IPOTPaMMHBIM U MHBEIM pecypcam YapexaeHHs (BO3MOKHOCTS A0CTyna TONbLKO K
TEM pecypcaM M BBINONTHEHUS TOIbKO Tex OTIepaLMH C HUMH, KOTOpble HEOOXOHMBI
KOHKPETHBIM M0JIb30BATENIAM 1151 BBIIIOJTHEHUSI CBOUX CITYKEOHBIX o0d3aHHOCTell), TO
CCTb 3alUUTY OT HECAaHKLIMOHUPOBAHHOI'O JOCTyTIa;

- obecriedeHne ayTeHTU(DUKALUU MTOTb30BaTENEH, YYaCTBYIOLIUX B
UH(OOPMALIUOHHOM obMeHe (HOATBEp)KIEHUEe MOMIMHHOCTH OTIIPABUTENII U
noJyyatess HHpopMaimm);

- obecrnieyeHue 3alIUThI OT HECaHKIIMOHUPOBAHHON MoIU(pUKAIMN UCTIOJIb3YEMbIX B
MH(OPMAIHOHHOH CHCTeMe YupexieHus: nporpamMMHbIx CPENICTB, & TAK)KE 3aLLUTHI
CHCTEMBL  OT  BHEJPEHUS  HECAHKLUHOHHUPOBAHHBIX OporpamMm,  BKJHOYas

KOMIIBIOTEPHBIE BUPYCHI;



- obecrievenue 3amuTe MH(GOPMALIMKM OrpaHUYeHHOTO MOJIb30BaHHSA OT YTEUYKH 110
TEXHUCCKHM KaHaaM NpH ee 06paboTke.
3.4.1 OcHoBHEIe IYyTH pELIeHNS 3a/1a4 CHCTEMBI 3aLIUTDI

IlocraBnennsre ocroBmBIe memn SAlllATBl W pELICHHE TMEePEeYNCIICHHEBIX BbIIIe
3a/1a4 JOCTHIalOTCH:
- CTPOTHM yYETOM BCeX MOMNEKAIINX 3alHTe PECYPCOB HHYOPMALIMOHHOM CHCTEME]
Yupexnenus (HH(pOpManmu, 3anay, AOKYMEHTOB, KaHallOB CBS3H, CepBepoB,
4BTOMAaTH3HPOBAHHBIX PabOUMX MeCT);
- KYPHallpoBaHueM nelcTBHil mepconana, OCYLICCTBIAIOLIEr0 00CIy;KUBAHUE W
MOZM(BHKAIIHIO TPOrPaAMMHLIX 1 TEXHU1ICCKUX CPENICTB HH(POPMALMOHHO] CUCTEMBI;
- TOTHOTOH, peanbHOM BBITONHMMOCTEIO K HCTIPOTHBOPEYNBOCTBIO TpehoBaHHif
OPTaHH3allHOHHO-PACTIOPSA AUTENbHBIX JIOKYMEHTOB VupexkneHus 1o BOMpocam
obecmeueHns 6e3omacHocTH HHQOPMALHH;
- [IOATOTOBKOM JOKHOCTHBIX JIHI| (PabOTHHKOB), OTBeTCTBEHHBIX 34 OpraHHU3alUI0 U
OCYILIECTBIIEHHE MPAKTHYECKHX MEPONPHATUH 10  obecrevyeHHo 6e30macHoCTH
N€PCOHATBHBIX TAHHBIX U IPOLIECCOB HX 00paboTky;
- HalleJICHUEM KakA0ro paboTHHKa (I10J1b30BaTENS) MUHUMAILHO HEOOX0AMMbIMU
JULL BBIOTHEHUS MM CBOHMX ()YHKUHOHAIBHEIX 00S3aHHOCTEH MOTHOMOYHSIMU Mo
JOCTYIy K MH(OPMaLHOHHBIM pecypcam Yupexaenus;
- VICTKUM  3HAHWEM W CTpoTHM  coGTIOLeHueM BCEMH  TI0JIb30BATENSIMH
MHQOPMALHOHHBIX  CHCTeM Yupexnenus  TpeGopanuii OPraHU3aluUOHHO-
PacloOpsTUTENIbHBIX  JOKYMEHTOB  [10 Bompocam  obecrieyennst  GesonacHocTy
HH(pOpMaLHU;
- TI€PCOHANILHON OTBETCTBEHHOCTBIO 33 CBOK JICHCTBHS KaXKAOr0 paboTHHKA, B
PaMKax — CBOMX  (YHKUMOHANBHBIX  0GS3aHHOCTE] HMEIOLIETO  TOCTYN K
HUH(OPMAIIMOHHBIM pecypcam Vupexnenus:
- HCTIPCPBIBHBIM MOIIEpKaHHEM HEOHXO0IUMOro YPOBHA 3alIMIEHHOCTH 3JIeMEHTOR
HHGOPMALIHOHHOI cpebI YupexnaeHus;
- CPHMCHEHHEM (DU3UYECKUX M TeXHHUECKHX (HpOFpaMMHO-aHIIapaTHbIX) CpeacTB
3alllUTBI PECYPCOB CHUCTEM M HEIPEPLIBHOH aIMUHHUCTPATHBHO NOAACPKKOH HX
UCIIOJIb30BaHMS,
- 2QGeKTUBHBIM KOHTpONEM Han COOIOIEHHEM MONB30BATESIMH HH()OPMALIHOHHBIX
pecypcoB Yupesxnenus tpeGosanuii mo obecneyeHuIo 6e3omacHoCTH UHpOpMaLuy;
- IOPUIITIECKOH  3amHUTON HMHTepecos Yupexnenus npu BzammomeHcTBHM ¢
BHCLIHUMH OpraHu3auusiMU (CBA3aHHOM ¢ 0GMeEHOM [ICPCOHANIbHBIMU NAaHHBIMH) OT
IIPOTUBOIIPABHBIX JEHCTBHI, Kak co CTOPOHBI 3TUX OpraHu3auui, TaKk U OT
HECAHKUMOHUPOBAHHbIX NeHCTBHI 06CTyKUBarOILET0 [IepCcoHaa U TPETbUX JIHIL.



4. OcHOBHBIE NPHHUMIIBI NOCTPOEHHs CHCTEMbI 0e30IacCHOCTH

NePCOHAIBHBIX JaHHBIX

4.1 IocTpoenne cucrembl obecneuenns 6e30MacHOCTH NEPCOHANIbHBIX JIAHHbIX

Yupexnennus, n ee GyHKUHOHHPOBAHWE JONKHEI OCYIICCTBIISITECS B COOTBETCTBUU
CO CJI€J1yIOLIMMH OCHOBHBIMH MPUHIMIIAMH:

- 3aKOHHOCTE;

- . CHCTEMHOCTb;

- KOMIUIEKCHOCTB;

- HeNpepbIBHOCTS;

- CBOEBPEMEHHOCTD;

- HPCCMCTBEHHOCTb M HEMPEPHIBHOCTE COBEPIIEHCTBOBAHHS,

- PasyMHas IOCTaTOYHOCTH (IKOHOMHYECKAs [IeNIeCO00Pa3sHOCTD);

- TNIEPCOHANIbHASA OTBETCTBEHHOCTE,

- MUHUMM3ALHUS TOJHOMOYHIL;

- HCKJIIOYeHHE KOH(IIMKTA HHTEPECOB;

- B3aUMOJEHCTBHE U COTPYLHUYECTBO;

-~ TMOKOCTb CUCTEMBI 3AIUTHI;

- OTKPBITOCTb aITOPUTMOB U MEXAHH3MOB 3aIITHUTHI;

- NpPOCTOTa NPUMEHEHHS CPEJCTB 3alUThI;

- 000CHOBaHHOCTB M TeXHHYECKAs PEATH3YEMOCTh:

- CHeuHaau3auus U IpoQecCHOHANINU3M;

- 00A3aTeIBbHOCTD KOHTPOJIS.

4.2. 3aKOHHOCTD

[IpenronaraeT oCyIeCTBICHHE 3aUIUTHBIX MEPONPUATHH W pa3paboTky
CHCTeMbI 0€30MaCHOCTH MePCOHANBHBIX NAHHBIX YUPEXKIEHHS B COOTBETCTBUH C
ACHCTBYIOIIMM 3aKOHOIATENBCTBOM B OGJIACTH 3aIHTHI NEPCOHAIBHBIX MaHHBIX, a
TaKoKe JApyrux 3aKOHOHATEIbHBIX aKTOB Mo Oe3omacHocTH uH(popMmauuun P, ¢
NPUMEHEHHEM  BCEX [N03BOJICHHBIX METONOB OOHApPYKEHHS U  [IpeceveHHs
MpaBOHAPYIIEHHH MNpH paboTe € MepPCOHANBHBIMU JaHHBIMH. IIpHHSTbIE MepI
0e30MacHOCTH MEPCOHATBHBIX NAHHBIX HE JIOJKHbI MPENATCTBOBATh JOCTYITY
TPaBOOXPaHUTENBHBIX OPTAHOB B MPEAYCMOTPEHHBIX 3aKOHOAATEIbCTBOM CITyqasX.

Bce none3oBatenu uH(GOPMALHOHHON CHCTEMbI YypexIeHHs MOKHbBI UMETh
MpencTaBIeHHe 00 OTBETCTBEHHOCTH 3a IMpaBOHAPYUICHHS B 06JacTH 00paboTKH
NIEPCOHATBHBIX JAHHBIX.

4.3. CucreMHOCTD

CMCTeMHBIH MOAXON K MOCTPOCHUIO CHCTEMB 3alUTEl MHGOPMALUH B
YupexaeHuu MpearnosaraeT yueT BCeX B3aHMOCBA3aHHbIX, B3aUMOJICHCTBYIOIINX H
M3MEHAIOIINXCS BO BPEMEHM 3JIEMEHTOB, YCIOBUH M (DaKTOPOB, 3HAYUMBIX IS



[IOHUMaHHs W pelleHus mnpoOieMbl obecrieueHuss 6e30TacHOCTH NepCoHAaNbHbIX
JTaHHBIX. ‘

[lpn cosmaumu cucreMbl 3aUUTHI  OMIKHLL YUYHUTBIBATLCH Bce ciabble H
Hauboslee ys3BUMBIE MecTa HHGMOPMALHOHHOH CHCTEMBI YupexkneHus, a Takxke
XapakTep, BO3MOJKHbIE OOBEKTbI M HANpaBIEHUS arak Ha Hee co CTOPOHBI
Hapywmureneir  (ocobGeHHO BBICOKOKBAJTU(UITMPOBAHHBIX 3JI0YMBIIIJICHHUKOB).
CucTeMa 3alIUThI JOKHA CTPOUTBCS ¢ YY€TOM He TOJIbKO BCEX H3BECTHBIX KAaHAJIOB
MPOHHKHOBEHMS U HECAHKLUMOHHPOBAHHOIO J0CTYIIA K MH(OPMAIIUK, HO U C yYETOM
BOSMOXHOCTH IOABA€HHS NPUHLMIIHAIBHO HOBBIX ITyTeii peanu3aluuu  yrpos
Oe30mnacHoCTH.

4.4. KoMrutekcHOCTD |

KomnekcHoe ncnonszosanne meronos u CPeICTB 3alUMTBhl KOMIILKOTEPHBIX
CHCTEM TIpeAnoyaraeT COINIacOBAHHOE INPUMEHEHHE Pa3HOPOJHBIX CPEACTB MpH
[IOCTPOCHUH LIEJIOCTHOH CHCTEMbI 3allUThI, MEPEKPLIBAIOIICH BCe CYLLIeCTBEHHbIE
(3Ha4MMble) KaHATBl PeaNn3aluu YyIPo3 U He cojiepkalled caadbblXx MECT Ha CThIKAX
OTACIBHBIX €€ KOMIIOHEHTOB. BHemmHss s3ammra [oKHA 06ecleymuBaThCS
(PM3MYECKMMH CpeICTBAMHU, OPTraHU3aAMMOHHBIMY U NPaBOBBIMH MepaMH.

4.5. HenpepbIBHOCTE 3aIIUTEI

Obecrieuenne  GesonacHocTH MEPCOHANBHBIX  JAHHBIX -  [poLecc,
OCYIIECTBJIACMBIA PYKOBOIACTBOM YupeKIeHws, aIMHUHHACTPATOPOM 0€e30ITaCHOCTH
UHPOPMALIMOHHOM CHCTEMB! U pabOTHUKaMH CTPYKTYPHBIX TOApa3seieHHH Bcex
YpOBHEH. DTO He TOJBKO M HE CTOJIbKO NpoLe/ypa WU MOJIUTHKA, KOTOpas
OCYILECTBIIACTCA B ONPEACTEHHbI OTPe30K BPEMEHH HJIH COBOKYIHOCTb CPEICTB
3aLIUTBL, CKOJIBKO MPOLECC, KOTOPBIH JOJKEH TMOCTOSHHO MATH Ha BCEX YPOBHsIX
BHYTPH YUpEKIOCHHA W KaKAbli paGOTHHK MOIKeH NPUHUMATh y4acTHE B 3TOM
npouecce. JleATeNnbHOCT, MO 00eCIeYeHUIo UHGOPMALMOHHOH 6e30macHoCTH
SBJIIETCS COCTABHOM YacThIO IMOBCEIHEBHON IeSTebHOCTH Vupexnenns. U ee
>(Q(PEeKTUBHOCTD 3aBUCUT OT YYacTHS PYKOBOJCTBA B 0OecneueHUH HH(POPMALMOHHOIH
0€30MacHOCTH [epCOHATBHBIX JTaHHbIX.

Kpome Toro, 6obIHHCTBY (pU3HICCKUX H TEXHUYECKIX CPeICTB 3aLUTHI IS
S((GEKTUBHOrO  BBIMONHEHHS  CBOMX  (YHKUMH  HeOBXOIMMA  [OCTOSHHAs
OpraHW3allHOHHAas (aJAMUHHCTPATHBHAs) MOAEPKKA (cBOCBpEeMCHHAs CMEHa |
obecrieueHHe  MPaBUIBHOTO  XpaHEHHs U NPUMEHEHHs  MMEH, [apoJei,
nepeonpeaesiceHHe MOJTHOMOYHH U T.II.).

4.6. CBOEBPEMEHHOCTD

Ilpennonaraer ynpexparommii xapakrep Mep obecriedeHus 0Oe30MacHOCTH
[ICPCOHATBHBIX JAHHBIX, TO €CTb IOCTAHOBKY 3aJa4 IO KOMILIEKCHOH 3aliuTe
[IEpCOHANBHBIX ~ IAHHBIX M  peajM3alulo Mep obecredeHUs Oe30MacHOCTH



HEPCOHATRHBIX NAHHBIX HA PAHHUX CTTHSX Pa3paboTKH HHOOPMAIHOHHbIX CHCTEM B
LEI0OM U UX CHCTEM 3alIUThI, B YACTHOCTH.

Pa3paboTka cHCTEMBI 3alUTHI TOMTKHA BECTHCH NapajuieNibHO ¢ pa3paboTKoN U
PasBUTHEM CaMOH 3alMInaeMOd HH(MOPMALHOHHON CHCTEMBL. JTO MO3BOIHT YYecThb
TpeboBaHUsT 6GEe30MacCHOCTH [Ipp NPOCKTUPOBAHUM APXUTEKTYPhl M, B KOHEUHOM
cdyere, co3math Oonee 3(deKTHBHBIC (KaK II0 3aTpataM pecypcoB, TaK U 10
CTOMKOCTH) CUCTEMBI, 00JIafatoIHe AOCTATOYHBIM YPOBHEM 3alULIEHHOCTH.

4.7. TlpeeMCTBEHHOCTD U COBEPIIEHCTBOBAHHE

IIpeanonaraer mocrosHHOe coBeplIeHCTBOBAaHHUE MEp MU CPEACTB 3allUTHI
fICPCOHAIEHBIX, JAHHBIX HAa OCHOBE INPEEMCTBEHHOCTH OpPraHM3ALMOHHBIX U
TEXHUYECKUX  peIeHHH, ‘KagpoBOTO cOCTaBa, aHaJIA3a (YHKLIMOHUPOBAHUS
HHPOPMALIMOHHBIX CHCTEM YHUPEXKICHHS M CHCTEMbI €€ 3allUThl C y4eToM
M3MCHCHHH B METOJaX M CpeicTBax IepexBara HH(OpPMALIUK, HOPMATHBHBIX
TpeOOBaHUA IO 3aLIUTE, HOCTUTHYTOTO OTEYECTBEHHOrO M 3apy0e’KHOTO OIbITa B
3TOU 00JIacTH.

4.8. PazyMHast 10CTaTOYHOCTH (3KOHOMHMYECKAs 1[eJ1ecoo6pa3sHOCTh )

IIpeanonaraer cooTBeTCTBHE YPOBHS 3aTpaT Ha oGecieueH e 6e30MacHOCTH
MCPCOHANBHBIX  TAaHHBIX LEHHOCTH HWHQOPMAI[HOHHEIX pECYPCOB H  BEIHYHHC
BO3MOKHOIO yuiepba OT MX pa3riamleHus, yTparbl, YTUKH, YHHYTOXKEHHS M
uckaxenns. HMcrnome3syemble Mepel W cpeacTBa obecrieueHHs 0e30MacHOCTH
HHQOPMALMOHHBIX PECYpCOB He NOJUKHBI 3aMETHO YXYAIIATh SPrOHOMUYECKHE
[0Ka3aTeu paboTbl KOMIIOHEHTOB HH(GOPMAL[HOHHON CHCTEMBI Y UpeKIeHHSL.

4.9. TlepcoHanbHas OTBETCTBEHHOCTH

Ilpennonaraer Bo3a0:KeHHE OTBETCTBEHHOCTH 3a ObeCIeUYCHHE GE30IacHOCTH
ePCOHANIPHLIX JIAHHBIX U CHCTEMbl HX OOpabOTKH Ha KakIoro pabOTHHKA B
Mpefenax ero MoJHOMOYHH. B COOTBETCTBHM C 3THM MpPHUHLMUIIOM pacripenelicHHe
mpaB U 00A32HHOCTEH pPabOTHUKOB CTPOMTCS TAaKUM 0Opa3oM, 4TOObI B clydae
HPO6OFO HapyuieHus Kpyr BHWHOBHHUKOB 6bIJ'I Y€TKO H3BECTECH HWJIM CBEIEH K
MHHUMYMY.

4.10. MuHHUMH3aLMSA TOJTHOMOYHI

O3HavaeT MpefoCTaBICHHE MOTH30BATRIAM MUHHMAILHBIX MPaB AOCTYNA B
COOTBETCTBHHU CO CIYKEOHOH HEOOXOAUMOCTBIO. JIOCTYN K MepCOHAIbHBIM JaHHbIM
JOJDKEH TIPeOCTABIIATLECS TOJIBKO B TOM Cliyuae M oOBbeMe, eclIH 3TO HeoOXOIUMO
pabOTHHUKY /715 BBIIOJTHEHHUS! €r0 JOKHOCTHBIX 00S3aHHOCTE}A.

4.11. MckmoueHne KOH(IMKTA HHTEPECOB (pazjieenue (pyHKIHiT).
JddexTuBHas cucTema obecneueHus HHGOPMALUOHHOM 6e30MacHOCTH
MpenmnojiaraeT 4YeTKoe pasjeleHue o0s3aHHOCTed pabOTHMKOB U MCKIIOYeHUe
CUTyalu#d, KOTrZa cQepa OTBETCTBEHHOCTH PA0OTHHKOB HOMYCKAaeT KOHQINKT



untepecoB.  Cdepbl  MOTEHUMANbHBIX  KOH(IMKTOB  JOJKHBI  BBISBISTHCS,
MHUHHUMH3UPOBAThCS, M HAXOAUTCS IMOJ CTPOTHMM HE3aBUCHUMBIM KOHTPONEM.
Peanusaius 1aHHOTO NPHHIMIA [PEANONAraeT, YTO HH OLUH pabOTHHK He JOJIKeH
MMETh TIOMTHOMOYHMH, MO3BOJIAIOMMX €My COUHONMYHO OCYIIECTBISATH BHIMOTHEHHE
KPUTHYHBIX ornepauui. HaneleHne paGOTHHKOB MOTHOMOUHUSMHM, TOPO3KIAIOMIUMU
KOHQJIMKT WHTEPEeCOB, HaeT eMy BO3MOKHOCTh IOATACOBBIBATh HH(OPMALHIO B
KOPBICTHBIX LEJAX HWJIH C TE€M, YTOOBI CKPBITh MPOOIEMbI WM MOHECEHHbIE YOBITKU.
JUIsl CHHXKEHMS pUCKAa MaHHIYJHPOBAHHUS MEPCOHATLHBIMH JaHHBIMH W pHCKa
XUIIEeHUS, TaKue IMOJHOMOYHUA HOJIKHBI B MaKCUMaJbHO BO3MOKHONH CTENEeHU ObITh
pasjiesieHbl MEXAY pa3inYHbIMH PaOOTHUKAMU WM MOAPa3AeNeHUsIMHU Y UpeskIeHus.
Heo0XoauMo NpoOBOANTH TepHOIMYECKHE MPOBEPKH 00f3aHHOCTEH, (GYHKLMI W
A€sTeIbHOCTH PaDOTHUKOB, BBIMOJHSIOIIMUX KitOYeBble PYHKIHHU, C TeM, YTOObl OHU
HE MMEJIH BO3MOYKHOCTH CKPBIBATH COBEPILIEHUE HEMPAaBOMEPHBIX meicTBuil. Kpome
TOr0, HeoOXOAMMO INPUHMMATh CHELHANbHbIE Mepbl MO HENOMYIIEHHIO CroBOpa
MKy paOOTHUKaMHU.

4.12. B3aumonelcTBUE U COTPYIHUIECTBO

[Ipennonaraer cosmaHue OnaronpusiTHOM  atMocdepsl B KOJUIEKTHBE
Yupexnenus. B Takoif oOcTaHOBKe pabOTHUKH MOKHBI OCO3HAHHO COOIIOIATH
YCTaHOBJIEHHBIE [TPAaBUJIA U OKa3blBaTbh COAEMCTBUE JesTeIbHOCTH aJMHUHUCTPATOPOB
0€30MacHOCTH UHPOPMAILIMOHHBIX CHCTEM MePCOHATBLHBIX TaHHbBIX.

BaxHpiM s5emeHTOM 3(QdekTuBHONH cucTeMbl obecredyeHus Oe30MacHOCTU
[MEPCOHAIBHBIX JIAHHBIX B YUpeKIeHWU SBISETCS BBLICOKAS KYyJIbTYpa paboThl ¢
uHpopmanueil. PykoBoacTBo VYupexJeHHs HeceT OTBETCTBEHHOCTBH 3a CTpPOroe
coOJIFOleHHe 3TUYECKMX HOPM M CTaHJapTOB MPO(eCcCHOHAIbHOW JesiTelIbHOCTH,
NOIYEepPKUBAIOIIEH M IAEeMOHCTPUPYIOLIEH MNEepCOHANy Ha BCEX YPOBHSAX BaKHOCTD
obecrnieueHus: HMH(OPMAIMOHHOHN Oe3omacHocTH YupexxaeHus. Bce paboTHuku
JOJDKHBI TIOHHMAaTh CBOK pOJb B IHpouecce oOecrneyeHus HHPOPMALHOHHON
0e30MacHOCTH U MpPUHUMATh ydyacTHe B 3TOoM Ipoliecce. HecMoTps Ha To, 4TO
BbICOKasl Ky/bTypa obecrieueHusi HH()OPMALMOHHON O€30MacHOCTH HE TapaHTUPYET
aBTOMAaTU4YeCKOro JOOCTHUKEHHUs LeJjield, ee OTCYTCTBHE co3daeT Ooubllle
BO3MOXKHOCTEH U1 HapylieHdus Oe30NacHOCTM WM He oOHapykeHUs (akToB ee
HapyLICHHUS.

4.13. T'ubKOCTh CUCTEMBbI 3alI[UThI

Cuctema obOecrieueHUss HHGOPMAIIMOHHOM 0€30MacHOCTH JOJIKHA OBITh
crnocoOHa pearupoBaTh Ha W3MEHEHMsI BHEIIHEW Cpelbl U YCIOBUH OCYIIECTBICHUSA
YupexxaeHuem CBOEH NeATeNIbHOCTH. B 4MCII0 TaKuX U3MEHEHUN BXO/IAT:

-U3MEHEHUS OPraHU3aLMOHHON U IITATHOU CTPYKTYPHI;

-  W3MEHEHHE CYIIECTBYIOIMX WJIM BHEIPEHUE MPUHLUUIIHATIBHO HOBBIX
MH(OOPMAILIMOHHBIX CUCTEM;
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- HOBbIE TEXHUYECKHE CPECTBA.

CBoiicTBO rHOKOCTH cHCTeMbI oGecredeHus HHPOPMALMOHHON Ge30MacHOCTH
n30aBiIseT B TAKHX CHTYALHAX OT HEOOXOAMMOCTH MPHHATUS KapAHHATbHbIX Mep 110
TMONTHOH 3aMeHe CPEelCTB M METOJOB 3alIHTHl Ha HOBBIE, UTO CHHKAET ee OOIMIYIo
CTOMMOCTb.

4.14. OTKpBITOCTb AITOPUTMOB U MEXaHU3MOB 3aLIUTEI

CyTbh NpUHLMIIA OTKPBITOCTU ANTOPUTMOB U MEXAHU3MOB 3aILUTHI COCTOUT B
TOM, 4YTO 3alllMTa He JOJ/DKHA o0ecrnedyuBaThCsl TOJBKO 3a8 CYET CEKPEeTHOCTH
CTPYKTYPHOH OpraHu3alUd U aIrOpUTMOB (DYHKUUOHHPOBAHHUS €€ IOJCHUCTEM.
3HaHue aNropuTMOB PabOTBI CUCTEMBI 3aIlUTHI HE JOJIKHO JaBaTh BO3MOKHOCTH ee
MPeoNoJICHUsl (Jake aBropam). JTO, OAHAKO, HE O3HA4aeT, YTO HHPoOpMaIs 006
UCTIOJIb3yEMbIX CHUCTEMAX U MEXaHMU3MaX 3alllUThl JOJKHA OBITH 00I11eI0CTYIIHA.

4.15. TlpocToTa NpUMEHEHUS CPeCTB 3aAlUTHI

MexaHu3Mbl U MeTOABl 3ALIUTHl JOMKHBI ObITh HHTYMTUBHO IIOHATHBI U
MPOCTbl B HCIOJIb30BaHUU. [IpuMeHeHHe CpelcTB U METO/I0B 3aUIMThl HE JIOJIKHO
OBITH CBSI3aHO CO 3HAHHEM CIIeHUAJIBHBIX $I3BIKOB UJIM C BBLINIOJIHEHHEM ,HefiCTBHﬁ,
TpeOyoLKX 3HAYUTENbHBIX JOMNCIHUTEIbHBIX TPYHO3aTparT MpH OObIYHON pabote
3apETUCTPUPOBAHHLIX IIOJIB30BaTeeH, a Takke He JODKHO TpeboBaTh OT
[10JIb30BATEJIS BBIITOJIHEHUS PYTUHHBIX MAJIOTIOHSATHBIX MY OTE€pallH.

4.16. OOOCHOBAaHHOCTD U TEXHUYECKAS PeaTH3yeMOCTD

WHdopmallioHHbIE TEXHOJOTUM, TEeXHUYECKHe U MPOrpaMMHbIE CpeICTBa,
CpeJCTBa U Mephbl 3alllUThl MEPCOHATBHBIX JTaHHBIX JOJKHbI ObITH peaju30BaHbl Ha
COBPEMEHHOM YPOBHE Da3BUTHSI HAayKH U TEXHHKH, 0OOCHOBaHBI C TOYKH 3PEHUS
JIOCTU)KEHHUSl 3aJlaHHOr0 ypoBHSI 0e30MacHOCTH HHQPOPMAUUMH M IKOHOMHYECKOH
1esnecooOpa3HOCTH, a TAaKKe JODKHBI COOTBETCTBOBATH YCTAHOBJIEHHBIM HOpMaM U
TpeOOBaHUAM 10 OE30MACHOCTH NEPCOHATBHBIX JaHHBIX.

4.17. Crneuunanusauus U NpoQpeccHOHATN3M

[lpenmonaraer mnpuBieYeHUE K pa3padOTKe CPeACTB U peanus3allud Mep
3ALIATHI [IEPCOHANBHBIX JIAHHBIX CIELHaIH3UPOBAHHBIX OpraHu3alui, Haubosee
MOArOTOBIEHHBIX K KOHKPETHOMY BHIY JESTEIbHOCTH M0  0oOecHneYeHHIo
0e30MacHOCTH MHcl)opMauHOHHLIX pecypcoB, HMEIOIIMX OMBIT IPAKTUYECKOH padoThI
H TOCYJapCTBEHHYIO JIMICH3UIO Ha TPaBO OKasaHWsS YCIyr B STOH obnacTu
(muuensuatel @®CTOK u OCBH Poccuu). Peanuzanus agiMAHUCTPATHUBHBIX Mep H
SKCIUTyaTallusl CPEJCTB 3allUThl [JOJDKHA OCYIIECTBIAThCA TPO(ECCHOHATBHO
[OJrOTOBJIEHHBIMU  CHELUaTUCTAaMH  YUpexKIeHHUs (aIMMHUCTPATOPAMU
0e30macHoCTH HH(GOPMAIIMOHHBIX CUCTEM [1€PCOHANBHbBIX JaHHBIX ).

4.18. O043aTeNbHOCTH KOHTPOJIS



[Ipennonaraer 06s3aTebHOCTL U CBOEBPEMEHHOCTD BBISBIIEHHS U [IpeceueHusl
MONBITOK HApyIIeHWs YCTAHOBJIEHHBIX IMpaBHI, obecledyeHUs Oe30MacHOCTU
MEePCOHANbHbLIX JAHHBIX, Ha OCHOBE HCIOJb3yeMbIX CHCTEM H CPEICTB 3ALIUTI
NEPCOHANBHBIX NaHHBIX, MPH COBEPIICHCTBOBAHUM KPUTEPHEB W METOHOB OLEHKH
() PEeKTUBHOCTH ITHX CUCTEM U CPEJCTB.

KonTposs 3a neATenbHOCTBIO THOOOTO TOJB30BATENS, KaXKIOTO CpENCTBa
3alIUThl U B OTHOLIEHHU JHOOOro 0ObeKTa 3allUThl JOKEH OCYIIECTBJSATHCA Ha
OCHOBE NPUMEHEHHsS! CPEACTB OINEPATHUBHOTO KOHTPOJS U PErucTpalud U JIOJKEH
OXBaTbIBaTh KAaK HECAHKIMOHUPOBAaHHBIE, TaK U CAHKLUUOHUPOBAHHLIE NEHCTBUS
[10JIb30BaTeJIe.

Kpome Toro, »sddextuBHas cucrema obecrnevyeHnus WHGOPMAIMOHHON
Oe3onacHOCTH TpeOyeT HalM4usi aJeKBAaTHOM M BceoObeMIrollel WHPOPMAIUU O
TEKYLIEM COCTOSHUH MPOLIECCOB, CBA3aHHBIX C ABW)KEHHEM WHGOPMAILIUU U CBEICHUN
0 CcOONIOJCHMM  YCTAHOBJCGHHBIX HOPMAaTHUBHBIX  TpeOOBaHMU, a  TakKe
JOTOJIHUTeNIbHONW MHPOpMALMK, UMelollledl OTHOIIEHWe K MPUHSATUIO pelleHui.
Mudopmanus noskKHa ObITh HaleKHOH, CBOEBPEMEHHOM, NOCTYMHONH M MPABUIIbHO
o(pOpMJIEHHOM.

Henmocratku cuctemsl oOecrieueHus: HWHMDOPMAIIMOHHON  0e30MacHOCTH,
BBIIBJICHHBIC paGOTHI/IKaMI/I quem‘aeHI/IH JOJI’KHBI HeMeIJIECHHO JOBOJIMUTHLCA 10
CBEICHUS PYKOBOAWTENS YUpPEXKICHHss U OMNEPaTHBHO YCTpPaHAThCs. Bompocel,
KOTOpble  KaXyTCs  HE3HAUUTENbHBIMH,  KOIAA  OTAENIbHbIE  TIPOLECCHI
paccMaTpUBAIOTCA HW30JUPOBAHHO, MPU PACCMOTPEHUM HMX Hapsaly C JIPYTHMH
acIeKTaMu MOTYT yKa3aTb Ha OTpULIATENbHbIE TEHIAECHUMH, FPO3sllue MepepacTu B
KPYIHBIE HEIOCTATKH, €CJTH OHH He OYIyT CBOEBPEMEHHO YCTPaHEHHBI.

5. Mepbl, MeTObI H cpeAcTBa o0ecneYeHHs] TPeOyeMoro YpoOBHS 3aIIHTLI
nH(OPMALHOHHBIX PeCypcoB

5.1. Mepsi obecnieuerus HHGOPMALHOHHON O€30ITaCHOCTH
Bce mepbl obecnieueHns ©e30macHOCTH MHGOPMALMOHHBIX CHCTEM YUpEKICHHUS
MOApa3aeIsIFOTCs Ha:

- IpaBOBbIE (3aKOHOJATEJIbHBIE);

& MOPAJIBHO-3THYCCKHC,

- TeXHOJIOTHYecKue;

- OpraHu3alrOoHHbIE (aIMUHUCTPATUBHEIE);

- (buznueckue;

- TexXHHWYeCcKHe (ammapaTypHble U IPOrpaMMHBIE).

5.1.1. 3akoHonarenbHbIe (IPABOBLIE) MEPbI 3aLIUTHI

K mpaBoBeIM MepaM 3allUThl OTHOCATCA NEHCTBYIOLIME B CTPaHEe 3aKOHBI,

yKa3bl M HOPMATHBHBIC aKThl, PETIAMECHTHPYIOIINC MpaBujId 06pameHm{ C



MepCOHAIbHBIMU JAHHBIMH, 3aKpeIUIsSioulde TpaBa W O00sS3aHHOCTH YYaCTHHKOB
MH()OPMALMOHHBIX OTHOUICHHWH B Mpolecce UX 0OpabOTKM M MCHOJb30BAaHHA, a
Tak)Ke yCTaHaBIIMBAIOIIMEe OTBETCTBEHHOCTh 3a HapylleHHs 3Tux npasui. [IpaBoseie
MEPBI 3alIUTEl HOCAT B OCHOBHOM YIIPEKIAIOUIAM, MPOPHITAKTHUECKUN XapakTep U
TpeOYIOT TMOCTOSHHOM  Pa3bsICHUTENBHOM  paboThl ¢ IONL30BaTeNsIMH U
00¢ITyKHBAIOINUM TIepCOHATIOM HH)OPMAIIHOHHON CHCTEMBI Y UpEIKIEeHHUS.

5.1.2. MopalbHO-3TUYECKUE MEPhl 3aIIUTHI

K MoOpajapHO-3>THUYECKUM MepaM OTHOCSATCS HOPMbI TMOBEIAEHHUS, KOTOPBIE
TpaaJUuLHMOHHO CJIOKHUIIUCH HJIU CKJIaAblBAKOTCs 110 Mepe pacnopoCcTpaHeHuUs
MH(QOPMALIMOHHBIX TEXHOJOTUH B oOlIecTBe. DTH HOPMbI OOJIbIIEH YacTbIO HE
SIBJISIIOTCSL  00S13aTebHBIMU, KAaK 3aKOHOJATENbHO YTBEp)KIEHHBIE HOPMATHBHBIC
aKTbl, OJIHAKO, HX HECOOJIOJIeHHe MOXET NPHUBECTH K IMaJeHHI0 aBTOPUTETA,
MpecTHIKa YeJIOBeKa, TPYMIILI JTHI WA YUpeKIeHUs B HejoM. MopalbHO-3THYCCKHE
Mepbl 3alUThI SBISIOTCS MNPOMUIAKTUYECKUMHU U TPeOYHOT MOCTOSHHON paboThl MO
CO3JaHUIO 37J0POBOI0 MOPAJIBHOIO KJIMMaTa B KOJIJIEKTHUBE.

5.1.3. TexHonoru4yeckue Mephl 3alIUThI

K nanHoMy BHMAy Mep 3allUThl OTHOCATCS Pa3HOrO POJa TEXHOJOrMuecKue
pemieHUs] W TpPUEMBbI, OCHOBAaHHbIE Ha WCIOJB30BAaHUM HEKOTOPBIX BUIOB
U30BITOYHOCTH (CTPYKTYPHOM, (DYHKIHOHAIbHON, MHPOPMALIMOHHON, BPEMEHHOH M
T.1.) ¥ HaTpaBjeHHble Ha YMEHBIIEHHE BO3MOYKHOCTU COBEpIICHHUS paOOTHHKAMHU
o1MOOK U HApyLIEHUH B paMKax MPeloCTaBICHHBIX UM IIPaB U MOJHOMOYUI.

5.1.4. Opranu3zanoHHsble (aAMUHUCTPATUBHbBIE) MEPBI 3aLLUThI
OpranuzanuonHble (aJIMUHUCTPATUBHbIE) Mepbl 3aLIUTBL - 3TO MEpPbl
OpraHu3alMOHHOr0 XapakTepa, perjiaMeHTUPYIOIIUe Tpolecchl GyHKLMOHUPOBAHHS
CUCTEMBI O00pabOTKH TepCOHANBHBIX JaHHBIX, HCIIOJIB30BaHWE €€ PeCcypcoB,
NesSITeNbHOCTh o6cny>1<uBa}dmero IepcoHana, a TakKKe MOPSNIOK B3aUMOIEHCTBUS
nojbp30BaTeNled ¢ CUCTeMOM TakuM o0pa3oM, 4YTOOBI B HAMOOJBILICH CTENMCHH
3ATPYAHUTL UM UCKIIOYMTh BO3MOXKHOCTh Peanu3aldy yrpo3 Oe30MacHOCTU WU

CHH3HTH pa3Mep MoTeph B CIydae UX peajlM3alUu.

5.2. ®opMHpOBaHUE MOJUTUKU O€3011aCHOCTH

['naBHas 1eb aIMUHUCTPATUBHBIX Mep - CPOPMUPOBATH MOJUTUKY B 00JaCcTH
oOecrieyeHUsT 0€30MaCHOCTH TEPCOHANBHBIX MaHHBIX (OTpaXaroUIyl0 TOIXOIbI K
3alIUTe I[IEPCOHANbHBIX JAaHHBIX) K 00ecneYuTb €€ BbIIOJHEHHE, BblAess
He0OXOUMEBIE pecypchbl U KOHTPOJIUPYS COCTOSTHUE AEJI.

5.3. PernameHTtauus 10CTyIa B IOMELICHHUSA

KomnoHeHTsl  MHQOPMALMOHHOM  CHCTEMbl  YUpeXKIeHHUA  JIOJLKHbI
pa3sMelaThCsl B IMOMEILIEHHAX, HAaXOIAIUXCsA MOJ OXPaHOH WM HAOMIOIeHHUEM,
MCKJIFOYAIOIUM BO3MOJKHOCTh OECKOHTPOJIBHOIO IMPOHUKHOBEHHS B MOMEIICHUA
MOCTOPOHHHUX JIULl U 00eCNeunBarOLIMM (QU3HYESCKYI0 COXPAHHOCTD HAXOMAIINXCS B



MOMEINEHUN  3aLIMIIAGMBIX PeCYPCOB  (IIOKYMEHTOB, U T.IL). YOopka Takux
NOMELIEHHH 10JDKHA IPOM3BOAHTECS B MPUCYTCTBUH OTBETCTBEHHOIO paboTHHKa, 3a
KOTOPBIM 3aKPEIICHBI IaHHbIE KOMIIOHEHTHI, C COOMOEHHEM Mep, MCKIHOUYAROLIIX
AOCTYI HOCTOPOHHMX JIAL K 3aIIMIACMbIM UH(OPMALIHOHHEIM PECYpCaM.

Bo Bpems 06paboTku nmepcoHanbHBIX JaHHBIX B TaKuUX MOMELIEHHUAX JOJIKEH
MPHCYTCTBOBATL  TOMBKO TMEPCOHAN, IOMYIIEHHBIH K paboTe ¢ MepcOHANLHBIMMU
AaHHbIMMU. 3alperlaeTcs IpHeM MOCeTUTeNell B HOMELeHUAX, KOra OCYLIECTBIISAETCS
00paboTKa MepcoHasbHBIX TaHHBIX.

Ilo oxonuaHuum pabouero 1Hs, MNOMeLICHUS, B KOTOPBIX pa3MelarTcs
KOMIIOHEHTbI HH()OPMALIMOHHON CHCTEMBI YHPEXICHHS, TOKHbI 3aluparbCcsl Ha
KJTFOY.

B ciyuae ocHawenms momemeHnH cpeacTBaMu OXpaHHONH CHrHATH3ALUN, a
Takke aBTOMAaTU3NPOBAHHOH CHCTEMOH NpHeMa M perdcTPallid CHTHAIOB OT 3THX
CPEICTB, MpUEM-CIaYa TaKUX MOMEIIeHHH MOJ OXpaHy OCYLIeCTBIsSeTcs Ha
OCHOBAaHHMHU CIIELHAJILHO pa3padaTbiBaeMOH HHCTPYKIUH.

5.4. Pernamenrtanus JOIycKa pabOTHUKOB K HCIOJIb30BAHUIO
MH(POPMALIUOHHBIX PECYPCOB.

B pamkax paspemnTenbHOI cHCTEMBI TOCTYIa YCTAHABIMBACTCH: KTO, KOMY,
KaKyr0 HH(OPMALKIO 1 ISl KAKOTO BUAA JOCTYIIA MOYKET NPEeIOCTABUTE U MPU KaKUX
YCIIOBUSIX.

Homyck nosnb3osareneit k pabote ¢ MHYOPMALMOHHOI CHCTEMOI Yupexnenus
H JI0CTYHm K €€ pecypcaM JI0JKEH ObITb CTPOro periamMeHTupoBaH. JIo6bie
H3MEHEHUsI COCTaBa M  TMOJTHOMOYMH MONb30BATeNell MOACHCTEM  JOJIKHbL
NPOHU3BOJAUTECS YCTAHOBIIEHHBIM MOPSIIKOM.

YpoBeHb MONHOMOYHIA KaXKIOT0 MOJB30BATENS OTIpeIesieTcs UHIUBHIYATBHO.

O06paboTka MNEepCOHANBbHBIX JAHHBIX B KOMIOHEHTAX UH(})OPMaIIMOHHBIX
CHCTEM YUpEXIEHUS NOIKHA MPOU3BOAUTLCS B COOTBETCTBHH C YTBEp KICHHBIMHU
TEXHOJOTHYECKUMU UHCTPYKLUSIMU.

5.5. PernamenTanus  npoueccoB  obcTy:KMBaHHS W OCYLIIECTBIICHHUS

MOIH(bUKAIMY aNNapaTHBIX U MPOrPAMMHBIX PECYPCOB.
B uensx mnojepxaHus pekuMa HMHQOPMALHOHHOH 6e30MacHOCTH arnraparHo-
MporpaMMHas  KOHQUTypanus aBTOMATH3UPOBAHHBIX pabodUX MecT pPaGOTHHKOB
YupeskeHus, ¢ KOTOPbIX BO3MOXEH JOCTYI K pecypcaM MHMOPMALMOHHBIX CHCTEM,
NOJDKHA  COOTBETCTBOBATH KPYTy BO3JIOKEHHBIX Ha [OaHHBIX MOJIb30BaTesel
(QyHKLIMOHATBHBIX 0043aHHOCTEI.

B komnoneHTax MH(OPMAlMOHHBIX cHCTeM W Ha pabodmx MecTax
Nonb30BaTeled MOJUKHbI yCTAaHABAMBATBCA M MCIOJIB30BaTbCA  JIUICH3IHOHHBIE

IIporpaMMHBIE CpeaCTBa.



5.6. ObecrnieyeHre W KOHTPONL (DH3MYECKOH LETOCTHOCTH (HeM3MEeHHOCTH
KOH(Urypali1) annapaTHbIX pecypcoB

5.7. llongbop ¥ nNOAroTOBKa mNepcoHana, oOydeHHe  MOJb30BaTeleil
Ionk3oBaTenn MHPOPMALMOHHEIX CHCTEM YUpeKIeHUs, a Takke PYKOBOMSILIH H
00C/Ty/KHBAIOIMA MepPCOHAN JOJKHBI ObITh 03HAKOMJIEHBI CO CBOHM YPOBHEM
MOJHOMOYMH, a TakXkKe OpraHH3alOHHO-PACTIOPSIUTENLHON, HOPMATUBHOI,
TEXHMYECKON U JKCILTyaTalMOHHON JOKYMEHTallMell, onpeaesiomeii TpeGoBaHus 1
MopsiIok 00pabOTKH MePCOHANBHBIX JIAHHBIX B YUpesKIeHNH.

5.8. OTBETCTBEHHOCTh 3a HapylleHUs] ~ YCTaHOBJIEHHOI'O HopsaKa
110JIb30BaHUS pecypcaMu HHPOPMALIHOHHOM CUCTeMbI YUpesKIeH s,

Mepa 0TBETCTBEHHOCTH TIepcoHara 3a MeHWCTBUS, COBEpIIEHHbIe B HAPYIICHHE
YCTaHOBJICHHBIX TpaBHj obecrnedeHus Oe3omacHON paboOTel C ME€PCOHANLHBIMU
JaHHBIMU, NOJDKHA ONpEeNeNaThCS HaHECeHHBIM YIIepOoM, HaTHUHUeM 3JI0T0 YMBICTIA
U IpyruMHU (aKTOpaMu [0 yCMOTPEHHUIO PYKOBOJICTBA YUpeKIeHHA.

5.9. Cpencrsa obecneyeHus: 6€30MaCHOCTH MEPCOHANIBHBIX JIAHHBIX.

Jns obOecnevenuss MHGOPMALMOHHON 0e30mMacHOCTH YYpekKIeHUs cpeacTBa
3alUThl JOJKHBI [IPUMEHATBCS KO BCEeM pecypcaM MH()OPMALUOHHBIX CUCTEM
YupexIeHns HEe3aBUCUMO OT UX BHAA W (GOPMBI MpeAcTaBleHNAs HHPOPMAIIHHU B HUX.

5.9.1. ®usnyeckue cpeCTBa 3aALUTHI

@®usndeckue Mepbl 3alIMThl OCHOBAHBI Ha TIPHMEHEHHWH pasHOTo poja
MEXAaHHUYCCKUX, 3JICKTPOHHBIX  HJIH SJICKTPOHHO-MEXaHHUYCCKHX yCTpOfICTB 351
COOpYKEHHH, CHEUUaJbHO IMpPeAHAa3HAYeHHBIX JUIS  CO3JaHusi  (PU3HYECKUX
NPemsATCTBHA Ha BO3MOXHBIX IyTAX MNPOHUKHOBEHHS M JOCTyTA IOTEHIHalbHBIX
HapyuIMTesneld K KOMIOHEHTaM CUCTEMbI U 3alllUINAeMbIM IEPCOHANBLHBIM JTaHHBIM, a
TakKe TEeXHHYECKHX CPEeACTB BU3YaJbHOro HAOMIONCHMsS, CBSA3M W OXPaHHOM
CUTHAJIM3ALIUH.

Hns oOecrnedeHus duznyeckoit 0e30macHOCTH KOMITOHEHTOB
UHQOPMALIMOHHOM CHUCTeMbl YUpekIeHUS HeoOXOAUMO OCYILECTBJIATh Pl
OpraHM3alMOHHBIX U TEXHUYECKUX MEPONPHUATHN, BKIKOYAKOUIUX [TPOBEPKY
000pya0BaHUs, IPeIHA3HAUEHHOr0 /111 00pa0OoTKU MepCcOHANbHBIX JaHHBIX, Ha:

= HaJIM4Yue CIICMaJIbHO BHEAPEHHBIX 3aKJIaIHbBIX YCTpOﬁCTB;
= BBCICHHUEC JOITOJTHUTECIIBHbBIX OT‘paHI/IquI/Iﬁ Mo AOCTYIIY B ITOMEIIEHH,

npeaHa3HauYeHHble 1JIs1 XpaHeHUsl U 00pabOTKU MepCOHANbHBIX JaHHBIX;
- obopynoBaHue CUCTEM MH(OPMATU3ALMHU YCTPONHCTBAMHA 3aLIUTHI OT

cboeB DJICKTPOIIUTAHUA U IIOMEX B JIMHUAX CBA3H.

5.9.2. TexHuyeckue CpeacTBa 3aLUUTHI
TexHuueckue (amnmnapaTHO-MPOrpaMMHbIE) MeEpbl 3alllUThl OCHOBaHblI Ha
UCTIOIB30BAHUM PA3IMYHBIX AJIEKTPOHHBIX YCTPOHCTB U CMEUHANBHLIX IPOrpaMMm U



BBIIIOJHAIOWMX  (CAMOCTOATENHO MM B KOMIUIEKCE C JPYIHMH CpENCTBAMH)
GYHKUMM  3aIUTBl  (MOEHTHQHKALMIO M ayTeHTHQHUKALMIO MOJb30BaTelell,
pasrpaHH4eHUE JI0OCTyNa K pecypcam, PETUCTPALUI0 cOObITHI, KpHUIITOrpaduueckoe
3aKpBITHE HHPOPMAIINH | T.10.).

C yuerom Bcex TpeOOBaHWI W TPUHLUUIIOE oObOecreueHHs Oe30MacHOCTH
NEPCOHAIBHBIX TAHHBIX MO BCEM HAIpaBJICHUSIM 3allIUTHI B COCTAB CUCTEMBI 3al[UTHI
JOJKHBI ObITh BKIIOYEHBI CIIEAYIOLHE CPENCTRA:

- CpelcTBa pa3rpaHUYeHHs JOCTYIA K JAHHBIM;

- CpeacTBa PEerucTpalMy JOCTyNa K KOMIIOHEHTaM HH()OPMAaLUOHHbIX
CHCTEM U KOHTPOJIS 33 UCIIOJIb30BAHHEM UH(DOPMAIHHM;

- CpelcTBa pearupoBaHWA Ha HapyWIEHUS pexXuMa HHGOPMALHMOHHOM
0e3011acHOCTH.

Ha texHuveckue cpencTBa 3allUTHI BO3JTAraeTcsl pelleHHe CIEIYIOLINX
OCHOBHBIX 3a/1au: “

- HAeHTU(UKANMS U ayTeHTH(UKALMS T0JIb30BaTe el TIpH MOMOIIH HMeH
UIIM CIIELUAJIbHBIX alllapaTHBIX CPEJICTB;

- peryiaMeHTauus U ynpablleHHe IOCTYTIOM MOJib30Bareseil B MoMeIIeHUs, K
(pU3MYECKUM U JIOTHYECKUM YCTPOHCTBAM;

- 3alIMTa OT IPOHUKHOBEHUS KOMIIbIOTEPHEIX BUPYCOB U
pa3spyIHTEIBHOrO BO3AEHCTBUS BPEJOHOCHBIX MTPOTPaMM;

- perucrpauus BeeX NeHCTBUH MOJb30BaTeNs B 3alIMIIEHHOM
JKypHaJle, HaJIM4Kie HECKOJIbKUX YPOBHEH perucTpainu;

- 3amMTa JAHHBIX CHCTEMbI 3aLIATHI Ha (aiiIoBOM cepBepe OT A0CTYIa
MoJIb30BaTeNIeil, B UbH JOJKHOCTHBIE OGS3aHHOCTH He BXOAUT padoTa ¢
HH(pOpMalUH, HAXOIAIICHCS Ha HEM.

5.9.3. CpenctBa uneHTUPUKALUU U Ay TeHTU(DUKAIIUU [TOJIL30BATENEN.

B unemnsx npenorBpauieHus paboThl ¢ pecypcamu HHGOPMAMOHHONW CHUCTEMbI
VupexxJeHusT [MOCTOPOHHUX JIUL  HeoOXoAuMo  OOeCHeuuTbh  BO3MOIKHOCTH
pacro3HaBaHusl KaXK[Oro JIETAJIbHOIO I10JIb30BaTeNs (MM TPYIIT I0Jb30BaTEICH ).
JIns  HMOeHTU(PHUKAUUM MOTYT TMPHMEHSATBCS pa3jIUdHOro poxa yCTpoHCTBa:
MaTHUTHbIE KAPTOUYKU, KIIFOUH, KIIOUEBbIe BCTABKU, TUCKETHI U T.M.

AyrenTtudukanug (MOATBepKIeHHe TOMITUHHOCTH) TMONL30BaTenel TakxKe
MOJKET OCYLIECTBIATHCS:

- TyTeM MPOBEPKM HAJIWYMS Y TOJb30BATENIEH KAaKUX-JIUMOO ClEeNUaANIbHbIX
YCTPOMCTB (MAarHUTHBIX KapTOY€EK, KIHOYEH, KIIFOYEBBIX BCTABOK U T.[.);

- MyTeM IPOBEPKH 3HAHUS UMH I1ApOJIEH;



- [IyTeM NPOBEPKH YHUKANbHBIX (DU3UUECKHX XapaKTEPHCTHK U
[lapaMeTpOB CaMHUX NOJb30BaTeNel IPH TOMOIIU CTeLHAbHbIX
OMOMETPUYECKHX YCTPOIICTB.

5.9.4. Cpenctra pasrpanuyenus gocryma.

30HBI OTBETCTBEHHOCTH U 33/l KOHKPETHBIX TeXHUUECKHX CPEACTB 3allUThI
YCTAHABIMBAIOTCA ~ MCXOLS W3 HMX BO3MOXKHOCTEH ¥  3KCITyaTALHOHHBIX
XapaKTEPUCTUK, OTIMCAHHBIX B JOKYMEHTALUU Ha JaHHbIE CPEICTRA.

TexHuueckue cpeictsa pasrpaHnueHus JOCTyna JOJKHBI MO0 BO3MOYKHOCTH
ObITh COCTABHOM 4aCTbIO €IUHON CUCTEMbI KOHTpPOJIS IOCTYIIa:

- Ha KOHTPOJIMPYEMYIO TEPPUTOPUIO;

- B OTJeJbHbIE TOMEIICHHUS;

- K KOMIIOHEHTaM WH(OPMALMOHHON cpelbl YUpeskieHus U siaeMeHTam
CHCTEMBI 3alIUTHI IEPCOHAIBHBIX NAaHHBIX ((QH3HUECKHUIi ToCTYT);

- K MH(OPMaLMOHHBIM pecypcaM (T0KyMeHTaM, HOCUTEIsIM uHbopMaluu,
datinam, Habopam NaHHBIX, apXHBaM, CIIPAaBKaM U T )

- KaKTHBHbIM pecypcam (IPHKIagHBIM IPOrpaMMaM, 330a4aM H T.I1. )

- K OIEPANMOHHON CHCTEME, CHCTEMHBIM MPOrpaMMaM U [IporpaMmam
3ALIUTHI.

5.9.5. Cpencraa obecrieveHus U KOHTPOIS LENOCTHOCTH

CpencTea obecrieueHds LENTOCTHOCTH BKIIOYAIOT B CBOM COCTaB cpencTBa
PE3EPBHOTO  KONMMPOBAHMS, MPOrPaMMbl AHTHBHUPYCHOH 3allUThbl, MPOCPAMMbI
BOCCTaHOBJICHUS LI@JIOCTHOCTH ONEPAlMOHHOM Cpeibl U 6a3 JaHHbIX.

Cpencrsa KOHTPONS 1eTOCTHOCTH HH(MOPMALMOHHBIX DPECYPCOB CHUCTEMB
Mpe/iHasHa4CHbI NIJIsi CBOEBPEMEHHOr0 0OHapyKeHUs MOAU(DUKALMY UM UCKAKEHUS
pecypcoB cucTeMbl. OHH TTO3BOISIOT 00eCTIEUHTh IPABUILHOCTE (YHKIHOHHPOBAHHS
CHUCTEMBI 3alMMTBI M LEIOCTHOCTh XpaHMMOH U oOpabarbiBaeMoil uH(pOpMaLmy.
KoHTposb menocTHoCTH HMHQOPMAUU H CPENCTB 3allUTHL C HENbI0 00ecedcHNs
HCHU3MEHHOCTM ~ HMH(OPMAaLHMOHHOH  Cpelpl, OMpefessieMoll  MperyCcMOTPEHHOI
TEXHOJIOTHEH 00pabOTKH, M 3allUThl OT HECAHKLUMOHUPOBAHHONH MOIH(HKALMH
NEPCOHANBHBIX NAaHHBIX NOKEH 00€CIIeUnBATHCS:

- CpeaCTBaMH pasrpaHdUyeHHs JOCTyIa (B IOMEIIEHHs], K JOKYMEHTaM, K
HOCHTEJIAM HH(OPMAINH, K CEpBEPaM, IOTHIECKMM YCTPOICTBAM U T.11.);

- CPeACTBaMM JIeKTPOHHOMN MOANUCH;

- CPeACTBaMH MOJCYETa KOHTPOIBHBIX CYMM (Uil HCTIOIB3YEMOTO
IPOrpaMMHOr0 o0ecTeyeHu s ).

5.9.6. Cpenctsa ONepaTHBHOIO KOHTPOIS M PErHCTPALMU COOBITHIA
0€30IMacHOCTH.

Cpencta 06beKTHBHOIO KOHTPOIS NOJKHBI ObecrieunBaTh OOHApYXKEHHE H

PerucTpauuio BceX COOBITHI (medcTBUET monb3oBaTeneil, nonsitok HCI u T.01.),



KOTOpkI€ MOTYT IIOBNeYb 3a co6GOM HapyuieHue GE30MACHOCTH U MPUBECTH K
BOSHHKHOBCHUIO ~ KPU3MCHBIX  CHUTyauUuil. AHamus coOpaHHOl  cpencTBamu
perucTpanni HHQMOPMAIHU MO3BOJISET BBLIIBUTH (haxTh coBepuieHMs HapyILIeHu, HX
XapakTep, MOACKa3aTe METOM €ro pacclefoBaHUST U CIIOCOOB TIOHCKA HapyIuTess u
UCTpaBneHuss  cuTyauuu. CpeicTBa KOHTpOIsI perucTpauuu  JOJIKHbI
NPEAOCTABIIATH BO3MOKHOCTH:

- BelleHHd M aHamM3a KYPHaJIOB PErHCTpaluUM cOObITUH Oe30macHOCTH
(CUCTEMHBIX JKYPHAJIOB);

- TloJydeHus TBepHOH KomuM (IeyaTH) >KypHana perucTpauuu coObITHI
Oe3omnacHocTH;

- YUOpPANOYCHUS JXYPHAJIOB, a TAK)Ke YCTAHOBJICHHS OTPaHUYEHHI Ha CpOK
UX XpaHeHUs;

- OICPaTHUBHOTO  OMOBEUICHHS  aIMHUHHMCTPATOpa  0Oe30MacHOCTH o

HapymeHusX. 1lpy peructpaiuu coObITHII GE30MACHOCTH B KypHaje I0JKHa

(pHKCUPOBaThCA Crle/yrolas HHpOPMALHS:

- JlaTa U BpeMs COObITUA;

- HAeHTH(DHKATOP CyObeKTa, OCYIIeCTBIISIOIEr0 perucTpupyemoe

JIeACTBHE;

- JACUCTBHE (THUII IOCTYTIA).

5.10. KoHTposb 3()(eKTHBHOCTH CHCTEMBI 3ALIHTHL.

Kontpons sddexrrHOCTH 3a1muTh NIePCOHANIBHBIX JAHHBIX OCYILECTBILAETCS C
U[CJIbK0  CBOCBPEMEHHOT'O BBIABICHHS! M MPENOTBPAIICHHS YTEUKH MePCOHATbHBIX
AQHHBIX 33 CHET HECAHKUHMOHUPOBAHHOIO MOCTYNA, a TaKXkKe MpemylpekaeHus
BOSMOXHBIX  CHCUHATLHBIX  BO3ICHCTBUH, HANpaBIEHHBIX HAa YHHUYTOKEHHE
MIEPCOHANBHBIX MaHHBIX, Pa3pyLICHHEe CPeACTB HHPOpMaTH3aHH. KOHTpOIs MOKeT
[POBOIUTLCS MPUBJIEKAEMBIMU IS HSTOM LETH OpPraHU3aLUsAMU, HMEIOMHUMU
JIUUCH3U0 Ha 9TOT BUJ ACATEIHLHOCTH. ’

Ouerka 5Q(peKTUBHOCTH Mep 3alIUThl MePCOHANBHBIX TAHHbIX [POBOJIUTCS C
UCIOJIL30BAHNEM TEXHUYECKHX M TIPOTPAMMHBIX CPEACTB KOHTPOIS Ha NpeaMeT

COOTBETCTBUS YCTAHOBIEHHBIM TpC6OBaHI/IHM.



Ipuaoxenne 1
Tepmunosiorus

IlepconanbHbie gaHHBbIE — NM100as MH(OPMaIlKs, OTHOCSIIAsACS K [IPSMO WJIN
KOCBCHHO OMNPENCTICHHOMY HJIM OIpeeliseMOMY busuueckoMy nHLy (CyOBEKTY
NePCOHAIBHBIX TaHHBIX ).

Onepatop — rocynapcrsennsiii opram, MYHHUUHTANBHBIH OpPraH, IOpUJIHYecKoe
UMM (QU3MYECKOe JIMIO, CAMOCTOSTENBHO HIH COBMECTHO o APYTUMH JTHLAMU
OPraHusyIomHe W (MJIH) OCYLUECTBIAIOUIHE 0OPabOTKY MepCOHAIbHBIX JAHHbIX.
COCTaB TEPCOHANBHBIX NaHHBIX, TMOIJIEKAIMNX 00paboTke, eHCTBUS (omepanun),
COBepIIaeMble C NEPCOHATBHBIMU JIAHHBIMH.

O6paboTika mepcoHaNBHBLIX AaHHBIX — MOGOe IeiCTBHC (omepauusi) WU
COBOKYIHOCTb ACHCTBHMI (ONepaliuii), COBePLIAEMBIX ¢ HCIOIb30OBAHUEM CpencTB
ABTOMATU3alMKU UM 0e3 WCMONBb30BAHUS TAKMX CPEACTB ¢ NEPCOHATbHBIMH
JAAQHHBIMH, BKJIOYass cOOp, 3amMCh, CHCTEMATH3ALMIO, HaKOMJICHHUE. XpaHeHue,
yTouHeHne (oOHOBNEeHMe, H3MEHEHHE), H3BICYCHHE, WUCHOJIb30OBAHUE, nepejaqy
(pacmpocTpaHeHHe, TNpPeOCTaBleHHe, NOCTYI), Obe3THYHBAHHE, OJ0KUpoBanue,
yIajneHue, YHUYTOXKEeHHEe NePCOHabHbBIX JaHHbIX.

ABTOMAaTH3HpOBaHHAsi 00pabOTKA MEPCOHATBHBIX NAHHBIX — 00paboTka
NI€PCOHANIBHBIX JAHHBIX C OMOILBIO CPEICTB BBIYUCIUTEILHON TeXHUKH.

PacnipocTpanenne mepcoHanbHBIX AAHHBIX - JeiicTBHS, HallpaBlieHHbIe Ha
PacKppITHE MEPCOHAIBHDBIX TaHHBIX HEONpPEeNeNIeHHOMY KPYTY JIULI.

[perocrapienne nmepcoHaNbLHBIX AAHHBIX — JIeHCTBUS. HarpaBJIeHHble Ha
PAaCKpBLITHE MEPCOHANBHBIX NaHHBIX ONPENENCHHOMY JHILY HJIH ONpeNelecHHOMY
KpyTy JHII.

bilokHpOBaHHe NEPCOHANBHBLIX [aHHBIX — BpeMeHHOE NpeKpalieHmue
00pabOTKH MePCOHANbHBIX NAaHHBIX (338 HCKIKYEHUEM ClIy4aeB, eciau oOpadoTka
HEe0OXO0AMMa /I YTOUHEeHHUSI IePCOHANbHBIX TAHHBIX ).

YHHUYTOKEHHE MEePCOHATBbHbIX NAHHBIX — NCHCTBUS, B pe3yibTare KOTOPBIX
CTaHOBUTCS HEBO3MOXHBIM BOCCTAHOBUTH COJIEPKAHHE MEPCOHATIBHBIX JAHHLIX B
HH(QOPMALKOHHOH CHCTEeME MIePCOHANBHBIX JaHHBIX M (WIH) B pe3yJbTare KOTOPEIX
YHUYTOXKAIOTCS MaTepUalibHble HOCUTEIH MEPCOHAIbHbIX JAHHBIX.

O6esnnunBanne NepcoHANLHBIX JAHHBIX - JEHCTBHA, B pe3yibTaTe KOTOPBIX
CTAHOBUTCSL HEBO3MOXHBIM 0€3 MCIO/b30BaHUS JONONHUTENbHONH HHMDOpMaLHu
ONPEIC/IMTE  NPUHAMICKHOCTE MMEPCOHANBHBIX JAaHHBIX KOHKPETHOMY CYOBEKTY
NEePCOHANbHBIX JAHHBIX.



Undopmaunonnas cucrema NEePCOHANILHBLIX [aHHBLIX — COBOKYIHOCTh
ColepKaluxcs B 0asaX JAaHHBIX NEPCOHANBHBIX NAHHBIX U OOECHEYHBAIOMINX UX
006paboTKy HH(POPMALMOHHBIX TEXHOJOTHI 1 TeXHUUECKUX CPECTB.

Tpancrpannunas  mepenaua NEpCOHATLHBIX  JAaHHBIX —  Mepejava
NEPCOHATBHBIX TAHHBIX HA TEPPUTOPHIO HHOCTPAHHOTO IOCYapCTBA OPraHy BJIACTH
MHOCTPAHHOTO roCynapCcTBa, HHOCTPAHHOMY QU3HYECKOMY JIMILY HITH HHOCTPaHHOMY
IOPUIUIECKOMY JIHILY.
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